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1. Aiktvo tor

2 OvToun Teptypalyn Tov diktvov tor
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1. MMeprypan Aettovpyiac diktdovu tor - Entry Guard




1. MMeprypan Aettovpyiac diktdovu tor - Entry Guard
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Y uuPotikn eTkowwvia péow Internet

Aev VTIAPYEL LVWOVURLLIOL OTTV ETILKOWWVIL YLOL KOLVEVOL LEPOG

Alice: Mny: https://foundation.wikimedia.org/wiki/File:Alice Cooper 2011.jpg - ‘A8eia: CC-BY 3.0
Unported

Bob: Mnyn: https://foundation.wikimedia.org/wiki/File:Bob-Marley 3_(cropped).jpg - ‘A8eiac: CC-BY
2.0 Generic



Xpnon tor amd tov client

Trdpyer avovupio ard to Tov client, ad& éxL yia Tov
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2. Tmnpeotec Onion



ArevBivoelc vmnpeoilov onion

H mpbéoPaomn otic uttnpeoiec onion yivetaw péow pio dievbuvon
™G Hop@iic:
x5ubsk242wvsohyivyylxzpkr2szutbaarpyomv2lgbg2qtpbdv4l3qd.onion

Amotedeitan 56 YopoKTHPEG TOV TPOKUTITOVV ATd TO TATPES
ed25519 8wtikd kAeldi Tou server. Auti) etvau M Tpéxovoa ékdoom
(V3) 1ov ovothveton ard TNV opddo avdmtuEng Tov tor.



AievBivoelc vmnpeoiwv onion V2 vs V3

V2: Amoteleiton amd 16 xopoktipec!, Tou TpokiTTouy amd To
SHA1 hash twv tpodtwv 80 xopokthpwv Tou 18LwTikod KAeLdLo0
tou server. [Mhéov Bewpeitan TopwyMUévn Ko un co@aAfc.

V2 V3

Unig n addresses Unique .onion v3 addresses

Lt.x. e3mhbshg7kx5tfyd.onion



Kivnon Trnpeowwv Onion

V2 V3

Onion-service traffic Onion-service traffic v3



MpboBoomn (evdekTikd)

Tor Browser Other Browser

N4

XMPP

Chat e-mail clients

Tor Browser trademark: https://www.torproject.org/about/trademark/

Mozilla trademark: https://www.mozilla.org/en-US/foundation/trademarks/policy/
Icecat & Icedove licence: https://www.gnu.org/software/gnuzilla/

Netsurf licence: https:/www.netsurf-browser.org/about/licence.html

XMPP trademark: https://xmpp.org/about/xsf/jabber-trademark/usage-guidelines/



Evbeiktikéc Tmnpeotec

91 PROPUBLICA The New Pork Times @n Deutsche
htp:/ nytimesn
The
(BIB|C] facebook Tntercept_
— . . .
mgTctnTmkb66cTl6s{7gzyo6syphid.oni
=== FREEDOM OF THE
l;EgENNTDLEIEE —- PRESg FOUNDATION

http://fpfixc

1454byxid.oni

4c6nbiyd.oni



Aettovpylo

Bripotae Aettovpyiog umtnpeoiv onion



Brjuo 1

Tor
Network

Onion
Service

«—» Tor Circuit
IP 1-3 Introduction Points
=== Public Key (Bob)



Brjpo 2

«—» Tor Circuit
IP 1-3 Introduction Points
w=f]J= Public Key (Bob)

&= Private Key (Boh)
Description

DB Database

Tor
Network

Onion
Service



Brjpo 3
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Brjua 4
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Brjuo 5
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Brjuo 6
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To tor elva ehevBepo Aoylopikd? 3

O kdbikd.¢ Tou eival Yvwotés = umopel va uedetnBel kat
va elakpifwbel ét1 Aettovpyel olupwva e TNV TEKUN-

plwon
Free
Software.
b Q & B
Free

Society.
|_FsFORG |

2https:/ /www.gnu.org/philosophy /free-sw.html
3https:/ /support.torproject.org/about/#tabout _ distribute-tor



Kevd aopaieioc

Mépa amd tig DDoS embéoeig Tar kevd aloadeiog TwV UTNPESLOV
onion uTtdpyYouv oTLg oeAideC:

» https://gitlab.torproject.org/tpo/core/team/-
/wikis/NetworkTeam /TROVE

» https://nvd.nist.gov/vuln/search?

*Bé&lovtac oav épo avalfTnone To «onion services»



Fin

Merci!!!
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